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Draft internal audit risk assessment and plan

1. Introduction and Approach

Introduction

This Internal Audit Risk Assessment and Plan outlines our proposed audit work for the year, based on our
analysis of the key risks facing Northampton Borough Council.

Approach

Our approach to developing the audit plan is set out below.

Defining the Audit Universe
Dividing Northampton Borough Council into auditable units

We have identified the auditable units within Northampton Borough Council based on the organisational
structure.

Any processes which run across a number of different departments within Northampton Borough Council and
which can be audited once have been pulled out as a separate auditable unit under cross-cutting reviews in the
audit universe, which is shown in full in Section 2.

Corporate level priorities and risks as defined in the corporate plan and risk register have been mapped to the
auditable units. They are set out in Appendix 1.

Risk Assessment
Assessing the risk profile inherent within each auditable unit and adjusting for the strength
of the control environment

Fach auditable unit within the audit universe has been assessed for the potential impact and likelihood of
inherent risks.

We have also rated the strength of the control environment within each auditable unit, taking into
consideration:

e The strength of the first line of defence:
o The extent of review by other assurance providers
o The adequacy of risk assessment and management controls.

e The strength of the second line of defence (e.g. operational risk, health and safety, compliance):
o Scope of qualitative and quantitative assessment
o Issuesidentified.

The audit requirement rating has then been calculated from the inherent risk rating and control environment
indicator; this ensures that audit effort is directed to areas of high risk and areas with high reliance on controls
operating effectively.

The full results of our risk assessment are set out in Section 2; Section 3 sets out our detailed risk assessment
criteria.

Audit planning

Identifying the specific reviews to be undertaken by internal audit

To develop the audit plan, the frequency of audit work has been determined for each auditable unit based on
the audit requirement rating.

For auditable units which are not reviewed every year, the appropriate proportion of units are included in the
plan each year (i.e. half of all auditable units to be covered every two years, a third of all auditable units to be
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covered every three years etc). The specific auditable units to be covered each year are determined based on the
length of time since audit work was last undertaken in each area and in consultation with management.

In some cases the majority of the risk within an auditable unit will contained within a specific sub-process. In
this case the work required has been adjusted to take this into account: the higher risk element has been
captured as an exception, and will be included at a higher frequency than the remainder of the auditable unit.

Details of the correlation between the audit requirement rating and the of audit work are available in Section 2.
Section 4 sets out our internal audit plan for 2012/13 with an indicative timeline.

Value Enhancement reviews

Identifying process improvement reviews to be undertaken by internal audit

In addition to the audit work defined through the risk assessment process described above, we undertake a
programme of Value Enhancement reviews designed to assist management in improving existing processes.
The Value Enhancement programme for 2012/13 has been identified through discussions with management
and is included in the Internal Audit Plan set out in Section 4.

Key contacts

Meetings have been held with the following key personnel during the planning process:

David Kennedy
Chief Executive

Sue Bridge
Head of Planning

Steve Elsey
Head of Public Protection

Dale Robertson
Head of Corporate Performance and Change

Christine Ansell
Head of Landlord Services

Thomas Hall
Head of Policy and Community Engagement

Catherine Wilson
Head of Revenues and Benefits

Chris Cavanagh
Head of Regeneration and Development

Derrick Simpson
Town Centre Manager

Northampton Borough Council

Fran Rogers
Head of Strategic Housing

Robin Bates
Head of Revenues and Benefits

David Bailey
Director of Planning and Regeneration

Lesley Wearing

Director of Housing

Julie Seddon

Director of Environment and Culture
Bill Lewis

Head of Finance

Francis Fernandes

Borough Solicitor

Will Brown
Culture and Heritage Services Manager

PwCe 2
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2. Risk Assessment

Audit universe of Northampton Borough Council with risk
assessment results

Agq

Auditable
Unit

Risk

Business
Continuity

: Governance

Insurance

claims

. General Ledger

Debtors

Creditors

‘cP8 Providing
quality services

Corporate
objectives

Northampton Borough Council

Control
Environment

Inherent
Risk
Rating

Audit Colour

Requirement code

Frequency

Every year

years

Bai  Finance  CP 8 Providing 6 4
quality services
NG T — G wmwaoSmEm ................ 3 ..... “amase
Resources quality services i

P

years

Every year

Every year
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Auditable
Unit

Revenues and
Benefits

i Customer
i Services and
{ICT

iBs

i Landlord
i Services

Planning

 Regeneration
‘and
Development

‘B8

Bg Asset
i Management

i Northamptons
‘hire JPU

" Public
Protection

: Environmental
i Services
w»ﬁ:mu.m_dw
‘unit

B.13 . i n:::w.&
services

mE i Policy and
: Community

Engagement

Northampton Borough

Zoﬂrmn%a:

Corporate
objectives

CP 8 Providing
i quality services

m iCP1 m:wmoamsm you
Erm: you need :

OH. 8 Hu_..oSm_:m
: QEEQ services

Om.m Satisfying our

: are available for local

ow 2 mEmc::m homes
i are available for local
wmoc_m

iCP6 U_.-Sbm zﬁ
demHoHuEmE ofa

i confident, ambitious
i and successful

: CP 6 Driving the
i development of a
confident, ambitious
i and successful
i Northampton

CP 8 Providing
quality services

CP 8 Providing
quality services

: CPg Satisfying our

customers

P 4 Helping create a
i clean, green and safe
i Northampton

Om. w m;SE.mmEm
: healthy, active, green

CP 5 Delivering

Open mwmnmm

iCP1 mE%oE:m %o:
when you need it

CP 7 Being a
responsive Council

Council

H Ow m m:m:n_zmro_.:mm .

cp 4 mm;::m create a m.
clean, green and safe
: Northampton

inviting and enjoyable .

Control Audit
Environment Requirement
Indicator Rating

Inherent
Risk
Rating

5 3

Colour

code

§

m.awmn%%mmw |

m..ﬁwn%ﬁio

i Every two

| Every two

Erequency

Every year

- Every year

years

years

years

.méww two |
i years

mé@ three
%mmﬂm
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Auditable
Unit

Corporate
objectives

Inherent
Risk

Colour
e

Control Audit
Environment Requirement c¢
Indicator Rating

Frequency

Corporate
Performance
and Change

Communicatio
:ns Team

Democratic
iand Chief
i Executive
i Services

B.a18 iCommunity
: Safety
Partnership

B.19 :Borough

: Solicitor

: Function

‘Town Centre
i Operations

B.20

CP 8 Providing
quality services

CP 8 Providing
quality services

: CPg Satisfying our

customers

Ommwwoﬁm:._m

quality services

" CP 4 Helping create a
i clean, green and safe

Northampton

CP 8 Providing
quality services

| CP 8 Providing

quality services

Audit
Requirement
Rating

Coloumr
Code

Timescale

Every year

No further s.ozﬂ i

Every year
mﬁQ%wma
maﬁa\gamm
years

Rating

Description

A review of processing and monitoring control design and operating

effectiveness

m<md\ﬁg.mm

Ema%go

w..<m5_.»€o

Every two
years

years

years

Every two
years

years

. m.ép.% three

years

See Section 1 for a description of the risk assessment methodology used to determine the Audit Requirement
Rating. Section 3 sets out the detailed risk assessment criteria.

Northampton Borough

Council
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3. Risk Assessment Criteria

Determination of Inherent Risk

We determine inherent risk as a function of the estimated impact and likelihood for each auditable unit
within the audit universe as set out in the tables below.

Impact
rating

Assessment rationale

Critical impact on operational performance or

Critical monetary or financial statement impact or

Critical breach in laws and regulations that could result in material fines or consequences; or

Critical impact on the reputation or brand of the organisation which could threaten its future
viability.

Significant impact on operational performance; or

Significant monetary or financial statement impact; or

Significant breach in laws and regulations resulting in large fines and consequences;or
Significant impact on the reputation or brand of the organisation.

Major impact on operational performance; or

Major monetary or financial statement impact; or

Major breach in laws and regulations resulting in significant fines and consequences; or
Major impact on the reputation or brand of the organisation.

Moderate impact on the organisation’s operational performance; or
Moderate monetary or financial statement impact; or

Moderate breach in laws and regulations with moderate consequences; or
Moderate impact on the reputation of the organisation.

Minor impact on the organisation’s operational performance; or
Minor monetary or financial statement impact; or

Minor breach in laws and regulations with limited consequences; or
Minor impact on the reputation of the organisation.

Imsignificant impact on the organisation’s operational performance; or
Insignificant monetary or financial statement impact; or
Insignificant breach in laws and regulations with little consequence; or
Imsignificant impact on the reputation of the organisation.

Likelihood rating

Assessment rationale

Has occurred or probable in the near future

Possible in the next 12 months

Possible in the next 1-2 years

Possible in the medium term (2-5 years)

Possible in the long term (5-10 years)

Unlikely in the foreseeable future

Northampton Borough Council PwC 6
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Inherent risk rating
Likelihood Ratin

Impact Rating

Determination of Control Environment Indicator
Our assessment of the control environment is known as the Control Environment Indicator.

The control environment is assessed on a scale determined by the inherent risk rating for each auditable unit.
The control environment indicator cannot be greater than the inherent risk rating; therefore a rating of 1
indicates that there are minimal controls in place, and a rating equal to the inherent risk rating indicates that
the control environment is sufficiently strong to mitigate all inherent risks within the auditable unit.

Determination of Audit Requirement Rating

The Audit Requirement Rating is calculated based upon the inherent risk and control environment
indicator so that audit effort is directed to areas of high risk and high reliance on controls operating effectively.

Audit Requirement Rating:

Inherent Risk
Rating

Control environment indicator

Northampton Borough Council PwCe7
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4. Internal Audit Plan and

Indicative Timeline

Internal Audit Plan and Indicative Timeline

The following table sets out the internal audit work planned for 2012/13

Indicative
number of Q1 Q2 Q3 Q4

Ref  Auditable Unit

m:m.: nmﬁ

i Risk Emzmmm_:oﬁ and Business ! 5 i i !
 Continuity Ny

Council Tax

>
°

10

H "
: .
m?a : Core Financial Systems Review = : 40 i 1X i i
a
A5 iBudgetary Control : 8 i
_ R

Northampton Borough Council

Risk Management and Business
Continuity review to cover:

mmmmmmsﬁﬁ

Consortia and resource management

k wﬂmmﬁ.&% Oo:ﬁ.oﬁm review .5 cover:

Comments

Risk management framework
Business continuity diagnostie tool

>= E.ovmz_mm _Esm Wmm: ami_mmm
and appropriate charges made
Adequate control over monitoring m:a
collection of charge i
Any dispensations are appropriately
evidenced and authorised

Arrears management

Authorisation of write offs

_ Process m9. mEmﬂmEm Um:&:ﬁm

Em::mom:oz and valuation of l
properties

Relief’s and exceptions are :
appropriately calculated and applied
Billing & collection
Recovery and enforcement
Accounting for NNDR
Compliance with legislation i
Apportionment of costs for the

General ledger
Debtors

Agresso creditors (including
purchasing catalogues processes)
Payroll

ON.&._ mum wmn_a

Budget setting process
wzamﬂ Eom:o_ Em m:@ H.mwoasm

PwC e 8
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Ref Auditable Unit

Indicative

number of Oh O Q3
audit days

Comments

A6 Creditors (IBS)

A7 Fixed Assets

A8 mocmEm wmmmm.a

A0 :Debt Recovery

8

A9 Housing rents

10

Creditors review to cover:

e Accuracy and review of output from
the creditors system.

e Orders are raised in respect of all
goods required.

¢ Payments are accurately made for
goods received and appropriate
authorisation has taken place.

° mmﬁ:i@ over access mzm mmﬁm

Fixed Assets review to cover:

e Acquisitions identified

e Treatment of surplus assets

e Disposals/transfers

e Capital assets are completely and
accurately recorded

e (Capital asset verification

o Accounting for fixed assets and
associated capital charges /
revaluations

¢ Fixed assets are appropriately
disclosed

o System is secure against unauthorised
access and data loss

sresiasnnranhearerens Cresasarasisraerann

mgm_bm uosoma review 8 cover:

e  Benefit processing
e Payment of benefits

i ﬂonm:._m meﬁ review ﬁo cover:

e Key controls

e Follow up om prior year findings

Debt Recovery review to cover:

e  Adequacy of debt collection, recovery
and write-off procedures.

Ba i Human Resources

B.3 Landlord Services

Northampton Borough Council

B.2 o=m8_=m_. mo:aomm mda HO.H.

- persons H.mm_mﬁﬂ.

Huoﬁm_:nm:% So_mi persons - >§m=mm§m=.a
for managing the potentially violent

IT reviews — Hun:a_:m E. mm:mnm_ noﬁncw
dIT i

Voids and repairs process — Follow up of
voids 2011/12 and review of repairs and
maintenance processes/policies including
gas safety checks/asbestos arrangements

PwCe 9
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Auditable Unit

Ref

Strategic Housing

OQEE:Eoﬁ_o:m .HmmE

¢ Policy and Community

number

(1)

Q1

audit days

B6

 engagement

o rrr——
wm  Bnvironmental Services

wo Cultural Services
cf_ma s

oo%oﬁmﬁm 19%9 mance mzm
Ormzmm

UmEoE.m.:n mﬁ& O_:mm EﬁmoﬁEw
i Services

wouo¢mr moro;on HE E&o:

nos_aaﬂnm

Q2 Q3 Ca

i Decent Homes —Follow up of contract
management arrangements

¢ X iAccounting for Grant Income - wmsms_ %
i processes to ensure the Authority adheres
‘to grant conditions for non-subsidy grant
Eno_:m

Eo:@:m m:oh.mco:m Edommmmm m_,o:nm
m:oomzos of council houses

: E-forms — data Em:mmmEmE
 arrangements for. m_mn:cEn forms

i Equalities — Review of Um@m—.ﬁd@ﬁm_
i equality impact assessments, required by
mmcm_n_mm Act2010

i Asset management review ﬁo Cover:

Time recording system
: : Disposals
UE:@Q Om ‘corporate programme

: Environmental Services Contract — m.c:osﬂ
Gw 0m nouqmnﬁ Em:mmmEm_: E._.m:mmEmim i

Leisure Trust — Follow Up of contract
‘management arrangements

: Museums Security — Review B, mmo:_._q
arrangements in museums including
i follow up of 20 findi

Data quality — Processes for managing
data quality and reporting performance

Community Asset Transfer Scheme —Risk

i management arrangements and processes
ropriate candidates

i Corporate Fraud Arrangements — review
: of corporate fraud arrangements

Governance and oos,:.o_m
s.o_.wmroc

?&: Oo:.::nom mmmozé:mmm

?:Tw.mﬁa awareness ﬂ.mEEm

mEuvoz on EW H:.o._mnﬁ

Northampton Borough Council

12

Waiceno

Eowwm_ﬁc@ with SMT to discuss mo<m_.=m=nm i
:and controls m

: Training for ?E: oo::E:mm

m.oH. gm:&mwm m:a Omnogm

Um;m matching for E:T?m:m wEﬁOmmm

k i Critical friend reviews at n_mmmmamnﬁ mﬁmmmm of
%m  project

Enmsmo_zmam mo_. Emzmm_:m nozm_nﬁ Om

::Q.mmﬁ\ Em.:vm.. s declarations

sasaarasiiany

ATAIMAL AL S A A SreTTITITrRTTPYTITYEIY

3
3
A

Erer e
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Ref Auditable Unit Indicative Comments
number of Q1
audit

M.3 Audit Management

The table above shows indicative quarters for the relevant audits.

We apply an integrated internal audit approach such that audits of businesses and functions include both
manual and automated controls.

Northampton Borough Council PwC e 11
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Appendix 1: Corporate Objectives

and Risks

These corporate level priorities and risks have been determined by Northampton Borough Council as

documented in the Corporate Plan and Corporate Risk Register.

Priority

CP 1 Supporting you when you need it

'CP 2 Ensuring homes are available for local people

CP3 9 mzoosnmm:am wmm:rwv mn.n:ﬁ memma :Sum

'CP 4 Helping create a clean, green and safe Northampton

'CP 5 Delivering inviting and enjoyable open spaces

'CP 6 Driving the development of a confident, ambitious and

successful Northampton

'CP 7 Being a responsive Council

Cross reference to Internal Audit
Plan (see Section 4)

A.9 Housing benetit

B.3 Landlord Services reviews
B. A mﬁnmﬁm%o mc:m_nm reviews

m .9 rﬂmE.m Trust contract mozoé up

B.1 Potentially violent persons register

B.8 Environmental services contract
review follow Eu

w w msswosgosw& services contract

review mczoé Eu

m 7 Emmﬁ Bmsmmmambn

B.11 Community asset transfer scheme

w 4 moamEm m:onm.mosm

B. G m..ﬂﬁmrﬂmm Act

CP 8 Providing quality services

CPg Satisfying our customers

Northampton Borough Council

E_ reviews in mmoﬁos > dem oc#_um

B.10 Corporate performance and Change
reviews

A2 NNDR

A.3 Council tax
A.9 Housing benefits
A.10 Housing rents

B.3 Voids

PwC e 12
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Cross reference to Internal Audit

Plan (see Section 4)

Failure to deliver a balanced and deliverable budget. A.4 Core financial systems
A. m w—u&m%mn% nn.bﬁ.&w

The organisation fails to deliver its responsibilities. m 10 Oo@owmﬁm Humloﬁcmsnm Ea ormsmm
reviews

.H.rm Em:m moH. _waoﬂbm Zoﬁrmawﬁos are not &m_ZmH.mm m 11 OQEEEEQ bmmmﬁ .H.Eammmw mormam

H..B_E.m cm governance Uwocmmsﬁmm E& processes to mmn;#mﬁm ?m Sw 1 Qo<m§m=mm anawo@

direct desired outcomes Al mcm_n Emdmmmﬁmﬂ

The Council fails to exceed its goals and aims and make the best use m 1 E:Ems Resources reviews
of resources (assets, people, technology). B.2 Customer Services and ICT reviews
B.5 E-forms

B.7 Asset Management

Northampton Borough Council PwCe 13
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